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Abstract

HyperPCTL is a temporal logic designed to reason about hyperproperties
of probabilistic systems. It has been introduced for both DTMCs as well as
MDPs, which allow nondeterminism. Essentially, HyperPCTL allows arguing
about multiple executions of a system at the same time. In this thesis, we discuss
hyperproperties with rewards. We add state rewards to DTMCs and MDPs
and extend the syntax and semantics of HyperPCTL to allow reasoning about
the rewards of paths in a model. Furthermore, we modify an existing model
checking algorithm for HyperPCTL to work with the modified logic. Finally,
we also present two case studies as possible applications for HyperPCTL with
rewards.
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Chapter 1

Introduction

In computer science, we are often interested in certain properties of computer systems.
Since many of these systems include elements of randomness, we are also particularly
interested in properties of probabilistic systems. For the modeling and verification
of such properties, logics such as PCTL [HJ95] have been introduced. This allows
us to reason about the probability that an execution of a system will fulfill certain
conditions. However, not all interesting characteristics of probabilistic systems can
be examined this way. This leads us to the notion of hyperproperties [CS08|. Hyper-
properties describe sets of properties. In contrast to standard temporal properties,
hyperproperties can describe multiple executions of a system at the same time. They
allow us, for instance, to describe whether any given pair of executions of a system has
the same probabilities of satisfying some requirement, whereas regular properties only
allow us to consider executions individually. This notion of hyperproperties allows us
to examine some interesting characteristics that could not be expressed as properties,
such as probabilistic noninterference [GM82].

In |AB18], the temporal logic HyperPCTL as an extension of PCTL was proposed
for Discrete-Time Markov Chains to reason about hyperproperties of probabilistic
systems. In |[ABBD20|, this logic was extended to Markov Decision Processes to
allow for nondeterminism. In this thesis, we would like to further extend HyperPCTL
to include rewards. Rewards allow us to easily model interesting aspects like execution
time or energy consumption, so adding rewards to HyperPCTL would allow us to argue
about these aspects in combination with hyperproperties in probabilistic systems.

In Chapter 2] we will introduce preliminary concepts necessary for understanding
this thesis. This includes DTMCs and MDPs as models for probabilistic systems as
well as the logic HyperPCTL, which can be used to reason about hyperproperties of
these models. In Chapter [3] we will extend these models and HyperPCTL to reason
about rewards. In Chapter [4] we will present two case studies that will serve as
examples for possible applications of HyperPCTL with rewards. Finally, in Chapter ]
we will draw a conclusion and present possibilities for future work.
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Chapter 2

Preliminaries

This chapter introduces preliminary concepts adapted from [ABBD20| that are nec-
essary to understand this thesis. First, we will present DTMCs and MDPs as models
for probabilistic systems. After that, we will introduce the temporal logic HyperPCTL,
which extends the well-known logic PCTL (Probabilistic Computational Tree Logic) to
allow the examination of hyperproperties. Finally, we will present a model checking
algorithm for HyperPCTL formulas.

In this thesis, we will write R for the real numbers and N for the natural numbers.
We consider 0 to be a natural number. If z is a vector, we will write x; for the ith
element of the vector.

2.1 Discrete-time Markov Chains

Definition 2.1.1. A discrete-time Markov chain (DTMC) is a tuple D=(S, P, AP, L)
with the following components:

e S is a nonempty finite set of states;

e P:SxS —[0,1] CR is a transition probability function with )" .o P(s,s") =
1 forallseS;

e AP is a finite set of atomic propositions and
o L:S — 2°7 is g labeling function.

A path of D is a sequence m = (sg,51,S2,...) of states, where s; € S and P(s;,s;41) >
0 for all i € N. A finite path is a non-empty prefix of a path. We use Paths? to
denote the set of all infinite paths starting in the state s € S and fPaths? to denote
the set of all finite paths starting in s. For a path 7 = (s¢,51,82,...), we denote
the state s; reached after i steps as m; for all ¢ € N. We define the length of a
finite path 7 = (sg,81,...,5,) as |7| = n. We define the probability of a finite path
T = (50,81, - - y8n) as P(m) = [[72; P(si,5i+1). The probability of a set R C fPaths?
of finite paths starting in a state s € S is defined as Pr”(R) = Y rer P(m) with R’ =
{r e R|non' € R\ {r} is a prefi of w}. For a finite path 7 € fPaths”, its cylinder
set CylP (m) is the set of all infinite paths of D with 7 as a prefix. The probability of
a union of cylinder sets R = Urcp CylP () C Paths® with R’ C fPaths® is defined
as PrP(R) = PrP(R/).
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Definition 2.1.2. The parallel composition of two DTMCs Dy = (S1,P1,AP1,Lq)
and Dy = (S2,Pa, APy, Lo) with APy N APy = () is defined as the DTMC Dy |Dy =
(S,P,AP, L), where

e S =51 xSy

o P(s,s') =P1(s1,8)) - Pa(s2,85) for all s = (s1,82) € S and s’ = (s],85) € S;
e AP = AP, UAP; and

o L(s) = Li(s1) ULs(s2) for all s = (s1,82) € S.

We require AP; and AP5 to be disjoint so that it will always be clear which of
the two DTMCs the atomic propositions in any state of the parallel composition
originate from. As an example, Figure shows two DTMCs and their parallel
composition. The figure also serves as an example of how DTMCs are commonly

depicted graphically.

0.4

Figure 2.1: Two DTMCs and their parallel composition.

2.2 Markov Decision Processes

Definition 2.2.1. A Markov Decision Process (MDP) is a tuple M = (S, Act, P, AP, L)
with the following components:

e S is a nonempty finite set of states;
o Act is a monempty finite set of actions;

e P:Sx Act x S — [0,1] C R is a transition probability function such that for
every state s € S there is a nonempty set of enabled actions Act(s) C Act such
that ), cgP(s,a,8") =1 for all a« € Act(s) and ), s P(s,a,s") = 0 for all
a € Act\ Act(s);

e AP is a finite set of atomic propositions and
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o L:S — 2A7 js g labeling function.

MDPs differ from DTMCs through the introduction of nondeterminism enabled
by the actions. In every state, there is a choice of one or more actions which determine
the probabilities of transitioning to other states. This nondeterminism can be removed
through the use of schedulers.

Definition 2.2.2. A scheduler for an MDP M = (S, Act,P,AP, L) is a tuple c =
(Q, act, mode, init) with the following components:

e () is a countable set of modes;

e act: Q x S x Act — [0,1] C R is a function such that 3 ¢ oqs) act(q,5,0) =1
for every s € S and q € Q and act(q,s,a) =0 for all o € Act \ Act(s) for every
1€Q,s€S5;

e mode : @ X S — @ is a mode transition function and
e init : S — Q assigns each state of M a starting mode.

The set of all schedulers for the MDP M is Y. A scheduler is finite-memory if
Q is finite, memoryless if |Q] = 1 and non-probabilistic if act(q,s,a) € {0,1} for all
q € Q,s €S,ac Act. A non-probabilistic, memoryless scheduler therefore essentially

just assigns one action to every MDP state. Since schedulers remove nondeterminism,
every scheduler of an MDP induces a DTMC.

Definition 2.2.3. Assume an MDP M = (S, Act,P,AP,L) and a scheduler o =
(Q, act,mode, init) for M. The DTMC induced by M and o is defined as M7 =
(S, P, AP, L7) with:

« 57 =QxS;
o P7((¢q,5),(¢,s")) = ZaeAct(s) act(q,s,a) - P(s,a,s") Z:f q' = mode(q,s) and
0 if ¢ # mode(q,s)

e 19(q,8) = L(s) forallqe Q and s € S.

If o is memoryless, we will sometimes omit the mode in the states of M7 and
write s for (¢,s) € S with g € Q,s € S. As an example, Figure depicts an MDP
as well as its induced DTMC for a scheduler ¢ that always chooses the action « in
S0-

Definition 2.2.4. The n-ary self composition of an MDP M = (S, Act,P,AP, L)
for a sequence o = (01, ...,0,) € (BM)" of schedulers for M is the DTMC parallel
composition M = (S7,P?,AP? L) = MT'|...|M%~, where M]" is the DTMC
induced by M; and o;, with M; = (S, Act,P,AP;, L;) with AP; = {a;|a € AP} and
Li(s)={a;|a€ L(s)} forall s € S.

It would be possible to allow the composition of multiple different MDPs, but this
would make the semantics of HyperPCTL more complicated, which is why we restrict
ourselves to the self-composition. We also note that this is the parallel composition of
the DTMCs induced by the MDPs. The parallel composition of the MDPs themselves
would also be possible to define, but is not of interest to us.
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a @
(n] e O=1
1
Figure 2.2: An MDP and one of its induced DTMCs.

2.3 HyperPCTL

HyperPCTL is an extension of PCTL. Compared to PCTL, HyperPCTL allows arithmetic
operations with probabilities and comparing probabilities to each other. Through the
use of state quantifiers, it is possible to consider multiple executions of a model at the
same time and thus examine hyperproperties of models. It is also possible to compare
experiments with different schedulers through the use of scheduler quantifiers. These
extensions give HyperPCTL more expressivity than PCTL.

Definition 2.3.1. HyperPCTL (quantified) state formulas ¢? for MDPs are induc-
tively defined as follows:

quantified formula ® = V6.9 | 36.07 | V3(6).p7 | 33(6).97 | ©™
non-quantified formula "¢ n= true | as | P"TAP" | —p" | 9 < "
arithmetic expression ¢ s= PP | (o8, 0l

path formula EPh = Ot | @™ U Q™ | MU [k1,k2] "

where & is a scheduler variable from an infinite set f], § 1s a state variable from an
infinite set S’, a € AP is an atomic proposition, f : [0,1]¥ — R are k-ary arithmetic
operators (addition, subtraction, multiplication), where constants are 0-ary functions,
and ki,ke € N are nonnegative integers such that k1 < k.

We will sometimes just write ¢ for any formula when the type of formula is clear
from context. We use § and & for state and scheduler variables, while s and o are used
for states and schedulers. A HyperPCTL formula is well-formed if every occurrence of
an a; with a € AP, § € § is in the scope of a state quantifier for §(¢) for a 6 € ¥ and
every state quantlﬁer for 5(5) is in the scope of a scheduler quantifier for 6.

We allow the following standard syntactic sugar:

false = -—true

TVt = (=t A —py?)

w?q = @5t = TV eyt

©1" >3 = " < 1"

T —~(pf" > w5 ")

e1" > 8" = (el < s")

Pi"=9" = (p1" < ©3") A (P17 > 93")
301 7& SDQT = ( = (,02 )

Q™ = trueu i

P(0p™)

~ P(0-¢")
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HyperPCTL state formulas are evaluated in the context of

e an MDP M,
e a sequence o = (01,...,0,) of schedulers
e and a sequence = ((q1,81), - - - ,(Gn,Sn)) € ST of states.

We let () be the empty sequence and use o for concatenation. The satisfaction of a
HyperPCTL quantified formula by an MDP M is defined as follows:

My ff  MO0FE¢.

Formulas are evaluated by structural recursion. Formally, the semantics judgment
rules are as follows, where o and r are defined as above and n is their length:

Mo, r |= true

Mo, r = a; iff ai€ L°(r)

Mo, 7 = 17 A 3! iff M,o,r = @i and M,o,r = @51
Mo, r = - iff Mo, r =

Mo, r = V5.p7 iff Vo € ¥M. M,o,r = ¢6 ~ 0]
Mo, r = 36.07 iff 3o e ¥M M,o,r | 96 ~ o]

Mo, r EV5(0).0? iff Vs € S. M,ooo,ro (init(s),s) E @[~ n+ 1]
M,o,r |=33(0).¢? iff Jse€S. M,ooo,ro (init(s),s) = ¢?[§ ~ n+1]
Mo, r =" <@i" il [pi [ mer < [958 Mo
[P(e**") Moo r = Pr™M" ({r € Paths}" | Mo |=

SDpath})
et eimer = (01 IMom, - [67 TMor)

where p?[6 ~» o] is the formula obtained by instantiating 35.¢? or V&.¢? with a
scheduler ¢ € M, which is done by replacing every occurrence of the scheduler
variable ¢ in any subformula of ¢¢ with o.

Likewise, ¢9[§ ~» n + 1] is the formula obtained by instantiating 3§(c).p? or
V5(o).o? with a state s, which is done by replacing every occurrence of the state
variable § in any subformula of ¢? with n + 1.

The satisfaction relation for path formulas is defined as follows, where m = (rq,r1,...)
with r; = ((qi71,$i,1), . ,(qivn,sim)) is a path of M7:

M,O’,ﬂ' ': O(p Zﬁ M7077r1 ': ®
Moo = o1l s iff 3> 0.(Mom; =92 AVi € [0,5). Mo = 1)

Mo, b= o U Bkl o, i 35 € [k, kz].(/\/l,a,ﬂ'j =2 AVi€0,))M,o,m E @1)

As an example, we will evaluate the formula ¢ = 36.36'.35(6).35'(6").P((a1 A
az)U (by A —b2)) = 1 on the MDP presented in Figure in the previous section,
which we will now call M. We first need to instantiate the scheduler and state vari-
ables. We instantiate & with a scheduler oy that always chooses action « in sg, and
we instantiate 6’ with a scheduler oo that always chooses § in sg. We instantiate
both § and § with sg. Thus, we now want to verify if M, (¢1,02),(s0,50) = P((a1 A
ag)M(bl A —\bz)) = 1. We must evaluate [[P((Ch AN Clg)l/{(bl A _‘bZ))HM,(U1,02)7(so,so)'
There is only one infinite path in M(?1:92) that starts in (s0,50) and it begins with
™ = ((50,50),(51,52), . ..). Since s; is labeled with b and sg is not, M, (01,02),(51,52)
satisfies (by A —bg). Since s is labeled with a, every state before (s1, s2) on the path,
which is only (sg,S0) in this case, satisfies (a; Aag). Since the probability of this path
is 1, [[P((al A ag)l/l (bl A\ _‘bg))]]M7(0'170'2);(30750) =1. Therefore, M, (0'1,0'2),(80,50) ':
P((a1 A a2)U (b A —b2)) = 1 and M, (), () = .
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2.4 HyperPCTL Model Checking

PCTL model checking is decidable, but the additional expressivity makes HyperPCTL
for MDPs in general undecidable. For PCTL model checking, only non-probabilistic,
memoryless schedulers are relevant. This is not the case for HyperPCTL model check-
ing, as the restriction to only those schedulers changes the semantics of HyperPCTL.
However, an MDP only has a finite amount of non-probabilistic memoryless sched-
ulers, so if the semantics are restricted to only this kind of scheduler, the model
checking problem becomes decidable. The following is an SMT-based algorithm from
[ABBD20] for HyperPCTL model checking for non-probabilistic schedulers. The al-
gorithm is restricted to formulas with only one scheduler quantifier. The case for
formulas with multiple scheduler quantifiers would be similar, but technically more
complicated.

Algorithm 1: Main SMT encoding algorithm
Input: M = (S, Act,P,AP,L): MDP; Q5.Q151(5)....Qn5,(5).0™%:
HyperPCTL formula.
Output: Whether M satisfies the input formula.

1 Function Main (M, Q6.Q151(6)....Qnsn(5).¢"7):
2 E = Nses(Vaeacis)0s =a); // scheduler choice
3 if Q is existential then
4 E := Semantics(M, " n);
5 E :=EATruth(M,36.Q151(6)....Qn8n(5).0™?);
6 if check(FE) = SAT then return TRUE;
7 else return FALSE;
8 else if @ is universal then
// Q; is V if Q; =73 and 3 else
9 E := semantics(M, ", n);
10 E = EATruth(M,36.Q,51(6)....Q,5,(6).~¢™);
11 if check(E) = SAT then return FALSE;,
12 else return TRUF,

The algorithm works by generating an SMT formula from the HyperPCTL input
formula and MDP such that the generated formula is satisfiable exactly if the MDP
satisfies the input formula. In line 2 of Algorithm [I} the main SMT encoding algo-
rithm, the scheduler choice is encoded with a variable o for each state s in the MDP,
which must be assigned to one of the available actions in state s in any solution of the
SMT formula. If the scheduler quantifier is existential, we first encode the semantics
of the non-quantified part of the input formula (line 4), and then we encode which
states must satisfy the non-quantified part of the formula for the entire formula to
be satisfied (line 5). We then use an SMT solver to find a solution for this SMT
formula. If there is one, the MDP satisfies the input formula and we return TRUE,
otherwise we return FALSE. If the scheduler quantifier is a universal quantifier, we use
the fact that Vé.¢ is logically equivalent to —=36.—¢ by encoding the formula 36.—¢
and inverting the result of the SMT solver, which is what happens in lines 8-12 of
Algorithm [T} In this case, a satisfying assignment for the SMT formula will give us a
counterexample of a scheduler for which the formula is not satisfied.
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Algorithm 2: SMT encoding for the meaning of the input formula

Input: M = (S, Act,P,AP, L): MDP; ¢: quantifier-free HyperPCTL formula

or expression; n: number of state variables in .

Output: SMT encoding of the meaning of ¢ in the n-ary self-composition of

M.

1 Function Semantics (M, p,n):

2
3
4

o 3 o «

©

10

11
12
13
14

15
16
17
18
19
20
21

22

23

24
25
26
27

28

if ¢ is true then E := A
else if ¢ is a;, then
L E = (Asesn aer (s (holdss, o)) A (Nsesn agr (s (Tholdssp));
else if ¢ is 1 A g then

E := semantics(M,p1,n) A Semantics(M, pa,n)A

Nscsn ((holdss o A holdss o, A holdss ., )V

(—holdss,, A (—holdss ,, V —holdss ,,)));

else if ¢ is =y’ then
L E := semantics(M,¢’,n) A N\ cgn(holdss, , © holds ,);
else if ¢ is p{" < p§" then

E := semantics(M, p{",n) A Semantics(M, ", n)A

Nsegn ((holdss o AN valg par < vals par)V

(mholdss,, A vals yor > vals ar));
Ise if ¢ is P(Oy’) then

E := Semantics(M, ¢, n)A

Nscsn ((holdsTolnt o = 1 A holds o)V

(holdsTolnts ,» = 0 A =holdss ,));

foreach s = (s1,...,s,) € 5™ do

foreach o = (aq,...,ap) € Act(s1) X ... x Act(s,) do
Ei= EA(NL 0, = au] - [val =
L Zs’esupp(al)x..AXsupp(an)((H;'ﬂbzl P(slvalvsg)) ’ hOZdSTOIntS/#F/)]);

segn holdss ,;

o

else if ¢ is P(¢ U [F1:#21,) then
E := SemanticsBoundedUntil(M, p,n);
else if ¢ is P(p1 U p2) then
E := SemanticsUnboundedUntil(M, ¢, n);
else if ¢ is c then E := A\ _g. (vals, = c);
else if ¢ is p{" op 5" then
L E := semantics(M, p{",n) A Semantics(M, p§", n)A
Nsesn (vals,p = (vals,ger op vals pgr));

return FE;

Algorithm 2] encodes the semantics of a quantifier-free formula or expression. Fs-

sentially, for every combination of the formula ¢ and a state s € S™, this function
will create a variable holds, , with constraints such that any solution of the SMT
formula will satisfy holdss , exactly if s satisfies ¢ for the scheduler chosen through
the assignment of the o, variables. If ¢ is the boolean constant true for instance,
the constraint holdss, will be added for every state s € S™ (line 2). If ¢ is an
atomic proposition as,, we add the constraint holds, , for every state where s; has
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the label a and —holds, , for every other state. If ¢ contains subformulas, e.g. if ¢
is a conjunction ¢ A @2 of two formulas (line 5), we first encode the semantics of
both subformulas before adding constraints for every state that force holds, , to be
true in a solution if both holdss,,, and holdss ,, are true, and force it to be false
if either of these variables is assigned to false (lines 7, 8). For every arithmetic ex-
pression that occurs in the formula, we add variables val, , for every state s € S"
that will hold the value of the arithmetic expression ¢ in the state s. The cases
where ¢ is a constant value ¢ (line 24) or an arithmetic operation performed on n
other arithmetic expressions (line 25) are fairly simple: In the first case, we add a
constraint that forces val, , to be equal to the constant value for every state; in the
second case, we first encode the n operand expressions and then add a constraint that
forces vals,, to be the result of the mathematical operation performed on the corre-
sponding variables. The cases where the arithmetic expression is of the form P(P*")
are more complicated, however. In these cases, val, , will hold the probability of
satisfying oP" in s. We first look at the case where ©P®" is ()¢’, a next formula.
We first encode the semantics for the formula ¢’
in line 16. After that, we introduce integer vari-
ables holdsTolnts , that will be assigned 1 if s
satisfies ¢’ and 0 if it does not. The value of
P(O¢’) in state s is the probability that the next
state transition will lead to a state that satisfies
¢’. This means that the probability is the sum of
the transition probabilities to all states that sat-
isfy ¢’. Obviously, we only need to sum over the
set of states to which the transition probability is
greater than 0. In the encoding, we therefore add
that val,,, should be equal to the sum of the tran-

sition probability multiplied by holdsTolnts: Figure 2.3: Example for the prob-

over all states s’ € supp(ay) X. .. supp(a, ), where ability of a next formula.
supp(a;) refers to the support of «y, ie. the

states in S to which the transition probability

from s; is greater than O for the action a;. Because the transition probabilities
depend on the chosen scheduler, we add a separate implication for each possible com-
bination of actions in the state s such that the left side of the implication is satisfied
exactly if these actions are chosen through the assignment of the o4 variables, and
the right side of the implication contains the constraint that val,, is the desired
sum with the transition probabilities for the chosen scheduler. For states that do
not satisfy ', holdsToInty , will be 0 and we therefore add 0 to vals,, for these
states. This can be seen in lines 20 and 21. As an example, we consider the expres-
sion p = P(Oa), where we omit the state quantifier for simplicity, in the state s¢ in
Figure We can see that there is a probability of 0.4 to transition into sy, which
is labeled with a, a probability of 0.3 to transition into sg, which is also labeled with
a, and a probability of 0.3 to transition into s, which is not labeled with a. Accord-
ingly, holdsg, . and holdss, , will be true while holds,, , will be false. This results in
probs, p(Oa) = 0.3:140.4-140.3-0 = 0.7. The cases where ¢ = P(©P?") with preth
being either an unbounded or bounded until formula are more complicated and have
been placed in separate functions because of this.

We will first discuss the case where ©P*" is a bounded until formula of the form
P( UF1k2lp5), which is handled in Algorithm |3l We would like valy,, to have the
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Algorithm 3: SMT encoding for the meaning of bounded until formulas

Input: M = (S, Act,P,AP, L): MDP; ¢: HyperPCTL bounded until formula
of the form P(p1U*1:#2lpy); n: number of state variables in .
Output: SMT encoding of ¢’s meaning in the n-ary self-composition of M.
1 Function SemanticsBoundedUntil (M, = P(pUF1+2lp,) n)

2 if k5 = 0 then

3 E := semantics(M,p1,n) A Semantics(M,pa,n);

4 foreach s = (s1,...,s,) € S™ do

5 L E := E A (holdss », — vals,, = 1) A (mholdss ,, — vals,, = 0);
6 else if k; = 0 then

7 F := SemanticsBoundedUntil(M,p = P(p1U%*2=py) n);
8 foreach s = (s1,...,s,) € S™ do

9 E := E A (holdss,,, — vals, = 1)A
10 ((mholdss,,, N —holdss ) — vals , = 0);
11 foreach oo = (ay,...,0) € Act(s1) X ... x Act(s,) do

12 E := E A ((holdss,p, A —holdss s, N Ny 0s; = ;) —

13 (’Uals#; = Zs’esupp(al)x.“Xsupp(an)((H?:l P(Si’ai’sg)) .

Uals’,]P(Lplu[Oka*l]gog))));

14 else if k; > 0 then

15 E := semanticsBoundedUntil(M,p = P(pUF—1k2=1p,) n);
16 foreach s = (s1,...,s,) € S™ do

17 E := E A (—holdsg,,, — vals,, = 0);

18 foreach a = (a1,...,ay) € Act(s1) X ... X Act(s,) do

19 E:=E A ((holdss s, N Ny 05, = ;) —

20 (Ualsa<»0 = Zs’ésupp(al)x...Xsupp(an)((H?:l P(S“ai"sg)) :

Uals/y]p(wu[kl71,k2711¢2))))3

21 return E;

probability of reaching a state that satisfies @9 in at least ki, but at most ko state
transitions when starting from s, with the constraint that every state on the path
before that must satisfy 1. If the upper bound is 0, s has to be satisfied now or
the probability will be 0, if the lower bound is 0 and the upper bound is not, we can
satisfy g either now or later and if the lower bound is greater than 0, whether or not
@9 is satisfied is irrelevant and it has to be satisfied later. We distinguish between
three cases. If ko = 0, then a state satisfies 5 must be reached in 0 transitions, i.e.
the current state must satisfy ¢o. Thus, if s satisfies @9, the desired probability is
1, otherwise it is 0. This case is covered in lines 2-5. The second case is if ko does
not equal 0, but k; does. In this case we would like to reach a state that satisfies
2 in at most ko steps, with every state on the path before that satisfying ;. We
first encode the semantics for reaching such a state in ko — 1 steps to obtain those
probabilities. If s satisfies @2, then the probability is once again 1. On the other hand,
if s does not satisfy 5, but also does not satisfy 1, the probability is 0 because every
path from this state obviously begins in a state that does not satisfy ¢;1. These two
simple cases are shown in lines 9 and 10. If the state satisfies 1, but not @9, then
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the desired probability is given as the expected value of the probability of reaching a
state satisfying s in ko — 1 steps from the successor states of s. Since the transition
probabilities are dependent on the chosen scheduler, we add one implication for every
possible combination of actions in s, like in the semantics for next formulas. Thus, if a
scheduler is chosen, the state does not satisfy @9, but does satisfy 1, the probability
will be the sum over all successor states of the probability P(p2U[%#2 =, ), multiplied
by the probability to transition into that successor state with the chosen scheduler.
This can be seen in lines 11-13. Finally, if k; is greater than 0, we want to reach
a state satisfying o in at least ki steps, so it does not matter if the current state
satisfies sy or not. Apart from that, this case is generally similar to the previous one.
If the state does not satisfy ¢, the probability is 0, if it does, we sum up over the
possible successors the probabilities to reach a goal state in at least k1 — 1 and at
most ke — 1 steps. This final case is covered by lines 14-20.

Algorithm 4: SMT encoding for the meaning of unbounded until formulas
Input: M = (S, Act,P,AP, L): MDP; ¢: HyperPCTL unbounded until
formula of the form P(1Ups); n: number of state variables in .
Output: SMT encoding of ¢’s meaning in the n-ary self-composition of M.
1 Function SemanticsUnboundedUntil (M, ¢ = P(pildps),n):

2 E := Semantics(M,p1,n) A Semantics(M, pa,n);
3 foreach s = (s1,...,s,) € S™ do
4 E := E A (holdss,,, — vals, = 1)A
5 ((mholdss,,, A —holdss ) — vals , = 0);
6 foreach oo = (aq,...,0p) € Act(s1) X ... x Act(s,) do
7 E := E A ((holdss,p, A —holdss s, N Ny 0s; = ) —
8 (Uals7sa = Zs’esupp(al)x“‘Xsupp(an)((H?:l P(Si’ai’sg)) : ’Uals';sl")/\
9 (Uals,ap >0— (Vs’Esupp(al)X,..Xsupp(an)(hOldSS/7<P2 v ds,@z >
ds'5)))));
10 return F;

The case for an unbounded until formula, which
is handled in Algorithm [ is generally fairly simi-
lar to the bounded until formula with ks > 0 and
k1 = 0. The main difference can be found in line a a
9. In the bounded until formula, the time point at
which a state can satisfy o is restricted. In the
unbounded case however, there is no bound on the
number of steps needed until reaching a state that
satisfies ¢s. Figure shows why this can cause a 6
issues. Let ¢ = P(trueld false). Obviously, every
state satisfies true, but no state satisfies false.
Thus, the probability should always be 0 in all
states. However, because of the cycle, it would
be possible to assign every state the probability 1
in a solution for the SMT formula. Line 9 prevents

this by assigning every state a d variable and forcing that at least one successor either
satisfies @9 or has a lower d value than that of the current state if a probability larger

val =1 wal =1

S1,p 52,

valg, , =1 walg , =1

Figure 2.4: A possible variable
assignment without line 9.
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than 0 is assigned. Because of this requirement, we enforce smallest fixed points for
the solutions and all positive probability values must lead to a state that satisfies

w2 eventually. Because of this, the probabilities can be clearly determined for every
scheduler.

Algorithm 5: SMT encoding of the truth of the input formula
Input: M = (S, Act,P,AP,L): MDP; 36.Q151(5). ... Qn8,(5).¢™%:
HyperPCTL formula.
Output: Encoding of the truth of the input formula in M.
1 Function Truth (M,36.Q131(6)....Qn8,(5).0™):

2 foreach i =1,...,n do
3 if Q; =V then B, :=" A\, .5";
4 else B; :=="\/_ ¢"s
5 return By ... B, holds, ... s.)ena;

The last algorithm, Algorithm 5] encodes the meaning of the state quantifiers. A
forall quantifier V§;(0).¢ means that every state s; € S must satisfy the formula ¢, so
we add a conjunction over all possible states s;. Likewise, an exists quantifier 33;(0).¢
means that at least one state s; € S must satisfy ¢, so we create a disjunction over
all s; in this case. With this, we have encoded the entire input formula and MDP in
an SMT formula that is satisfiable if and only if the MDP satisfies the input formula.
Using an SMT solver, we can therefore solve the satisfiability problem for HyperPCTL
restricted to non-probabilistic, memoryless schedulers.
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Chapter 3

HyperPCTL with Rewards

In this chapter, we would like to modify HyperPCTL to allow reasoning about rewards.
In the first section, we will modify the definitions of DTMCs and MDPs to include
state rewards. After that, we extend the syntax and the semantics of HyperPCTL to
include a new expression that can be used to calculate the expected rewards of paths
in the model. Finally, we make the needed changes to the model checking algorithm
introduced in the last chapter to include the new expression in the algorithm.

3.1 MDPs with Rewards

We would like to extend HyperPCTL with a rewards mechanism. To do this, we first
need to extend the MDPs we are examining with a reward model. In this thesis, we
are focusing on state rewards, i.e. we extend the definition of MDPs as follows:

Definition 3.1.1. An MDP with n-ary rewards (MDPR) is defined as a tuple M =
(S, Act, P, AP, L, R) where (S, Act,P,AP, L) is an MDP and R.: S — R™ is a reward
function, assigning each state of the MDP a reward vector.

We will assume all MDPRs to have unary rewards unless specified otherwise.
Analogously to MDPRs, we can also add a reward function to the definition of DTMCs
to obtain DTMCs with n-ary rewards (DTMCRs). We will write R;(s) for (R(s));.
We define the reward of a finite path = = (s, s1,...,$,) in the ith component as
R;(m) = Z;’L:O R;(s;) for both MDPRs and DTMCRs. Furthermore, an MDPR and
a scheduler will induce a DTMCR:

Definition 3.1.2. Assume an MDPR M = (S, Act,P,AP,L,R) and a scheduler
o = (@, act,mode, init) for M. The DTMCR induced by M and o is defined as M? =
(S9,P?,AP, L7, R?) with (S°,P?,AP,L?) = (S, Act,P,AP,L)? and R (q,s) = R(s)
forallge @Q,s € S.

For the semantics of HyperPCTL with rewards, we also need to define the n-ary
self composition of an MDPR, which requires defining the parallel composition of two
DTMCRs:

Definition 3.1.3. The parallel composition of a DTMC with n-ary rewards Dy =
(51,P1,APy, L1, Ry) and a DTMC with m-ary rewards Dy = (S2,Po, APy, Loy, Ro)
is an (n +m)-ary DTMCR defined as D1|Dy = (S,P,AP, L, R), where (S,P,AP, L)
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is the DTMC parallel composition (S1,P1,AP1, L1)|(S2, P2, APy, Lo) and R : S —
Rn+m with R(S) = (Rl,l(sl)a NN ,Rl,n(sl), ngl(sl), ey Rg’m(sl)) fO’f‘ all s = (81,82) €
S.

Definition 3.1.4. The n-ary self composition of an MDPR M = (S, Act,P,AP, L, R)
for a sequence @ = (01,...,0,) € (M) of schedulers for M is the DTMCR par-
allel composition M? = (S7,P7,AP?, L7, R?) = MT'|...|MZ", where M]" is
the DTMCR induced by M; and o;, with M; = (S, Act,P,AP;, L;, R) with AP; =
{ai|a € AP} and L;(s) = {a;|a € L(s)} for all s € S.

Figure[3.I]displays an MDPR as well as its binary self composition for the sequence
of schedulers o = (01,02) where o7 always selects action « in s¢ and oy always selects

B in sg.

{a1}

{az} {a1,a2}

0.5 1

Figure 3.1: An MDPR and one of its binary self compositions.

3.2 Syntax & Semantics

To examine rewards in HyperPCTL, we must first extend the syntax of the logic with
reward operators. We extend the syntax as follows:

Definition 3.2.1. HyperPCTL (quantified) state formulas ¢? for MDPRs are induc-
tively defined as follows:

quantified formula p? = Vet | 3607 | V3(6).07 | F8(8).07 | ™
non-quantified formula p™? n= true | as | 9" AP | 2" | % <@
arithmetic expression " s= PP | Ra(@P™) | f(e87, ... ,gok )

path formula PP = O™ | MUY T | oM Y Rkl

Since the only difference from the original syntax consists of the addition of a
reward operator that can be used as an arithmetic expression, all the expressivity of
regular HyperPCTL is maintained. In an expression Rz(¢P*"), we use § to specify for
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which state quantifier we would like to accumulate rewards. We allow the following
additional syntactic sugar:

Rs(Cy) = Rs(trueld Hltrue)
Rg([t) = Ré(Ct) - Ré(ctfl) ,th > 0
Rs(Cy) ,else

These are similar to properties that can be used in the probabilistic model checker
PRISM |[KNPT11]. Essentially, the expression R;(C;) will have the expected cumula-
tive reward accumulated over the next ¢ steps as its value, while R;(I;) will have the
expected reward in the state reached after t steps as its value.

Intuitively, the value of Rs((Op™?) is the expected reward of the successor state
plus the reward of the current state, if the probability that the successor state satisfies
©"? is 1. The value of Rs(¢7? U oi?) or Ra(ph? U F1:+2] 1) is the expected cumu-
lative reward accumulated until the first time a state is reached that satisfies @57, as
long as the probability of satisfying ¢7? U 59, or @7 U F1-k2] Q17 vespectively, is 1.
The value of Rz(¢P") is undefined if the value of P(¢P*") is not equal to 1.

We define the following:

fPaths(oT U Q3P = {r e fPaths?” | 3n" € Paths}'” : 7 is a prefiz of 7' A
Mo’ ot U ITH TRt A Moo b ooV < [}
fPaths(P U FvRlpn M — L e fPaths™” | 3n’ € Paths}'” : 7 is a prefiz of ©'A

ki <|r| < ks AMyo,m’ E L,p’fqlxl“”"‘"”go;q/\
Mo, = o2k < j < |ml}

Formally, the semantics for the reward operator [Rs, (¢?*")|pm.o.» is as follows,
given that [P(¢P*)] s o = 1. If that is not the case, [Rs, (0?*")] m 0. is undefined.

[Rs: (O™ a0 R7(r) + > ese P7(r,7") - RY (1)
[Rs, (017U 3N Mor Zﬂ-efPaths(cp?q U oy HMT (P7(m) - R7 (7))
[Rsi (1 U B 20N o = D ppasms(opt i ial ggayme (P (1) - RY (7))

Since arithmetic values can be undefined, it is necessary to also define the semantics

for the handling of undefined values. Formally defining in which cases a value is
undefined would be very complicated, as this needs to be done for every type of
expression that can be used in HyperPCTL. We will therefore forgo a formal definition
at this point and use the following more informal definition:

Definition 3.2.2. The value [p] pm,or/x 0f an expression ¢ is undefined for an

MDPR M, a sequence of schedulers o and a state r € S or a path 7w € Paths,Ma
exactly if

o @ is of the form Ry, (*™") and [P(¢"")|per # 1 or

o the value of p for M, o and r or w is dependent on one or more other expressions
©1, -« - n with undefined values such that there are multiple different values that
[elm,o,r/x could take for different values of @1, ... ,on.

We will go into further detail on when a value is undefined when presenting the
algorithm in the next section.
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3.3 Model Checking Algorithm

We will now present the modified algorithm for model checking of HyperPCTL with
rewards. A significant difficulty is added due to the fact that rewards of until and
next formulas are undefined in states where these formulas are not or not guaranteed
to be satisfied. Clearly, a comparison between two reward values where one of them
is undefined cannot be assigned a clear truth value. To solve this problem, we make
some major changes to the algorithm. First, we allow the previously boolean variables
holds, , to take three different values: true, false and undefined. We will use 1, 0 and
L as shorthand for these values in the algorithm. We extend the semantics of the A
and — operators for L as follows:

LAD =
LAL =
LAl =
-1 =

=

Furthermore, for every variable vals ., we introduce an additional boolean variable
def, , that states whether or not the value of the arithmetic expression ¢ is defined
in s. Since expressions of the form Rz(¢P*") are arithmetic expressions, these will
also have val, , variables holding the expected reward for satisfying ¢ in s as well as
def; , variables stating whether or not this reward is defined. In the following, we will
detail the modified algorithm, explain in which cases a value is undefined, and detail
the new additions to encode the semantics of reward-related expressions.

Algorithm 6: Main SMT encoding algorithm
Input: M = (S, Act,P,AP,L,R): MDPR; Q151....Qn8,.¢™%: HyperPCTL
formula.
Output: Whether M satisfies the input formula.
1 Function Main (M, Q6.Q151(6). ... Qnsn(6).¢"7):

2 E = Nses(Vaeacts) s = ); // scheduler choice

3 if @ is existential then

4 E := Semantics(M, "% n);

5 T := EATruth(M,36.Q151(6)....Qn8x(6).0");

6 N := E ANotFalsehood(M,35.Q151(6). ... Qnsn(6).¢™);
7 if check(T) = SAT then return TRUE;

8 else if check(N) = SAT then return UNDEF;

9 else return FALSE;
10 else if @ is universal then

// Q; is V if Q; =73 and 3 else

11 E := semantics(M,—¢", n);

12 T :=EATruth(M,36.Q151(6)....Q,5,(6).~p"™);

13 N := E ANotFalsehood(M,36.Q,31(6)....Q,53,(5).—¢p"?);
14 if check(T) = SAT then return FALSE;

15 else if check(N) = SAT then return UNDEF;

16 else return TRUE;

Due to the introduction of undefined values, a single satisfiability check is not
sufficient to differentiate between all three cases. We therefore generate two different
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Algorithm 7: SMT encoding for the meaning of the input formula

Input: M = (S, Act,P,AP, L,R): MDPR; ¢: quantifier-free HyperPCTL
formula or expression; n: number of state variables in ¢.
Output: SMT encoding of the meaning of ¢ in the n-ary self-composition of
M.
1 Function Semantics (M, p,n):
2 if ¢ is true then E := A holdss,, = 1;
3 else if ¢ is a;, then
4 L E:= (/\sES”,aEL(s,i)(hOZdSS,SO =1)A (/\sesmagzL(si)(h"ldss,w =0));

sesSn

5 | else if ¢ is 1 A @y then
6 E := Semantics(M,p1,n) A Semantics(M, g2, n)A
7 Nsegn ((holdss o, =1 A holdsg ,, = 1) = holds, , = 1)A
8 Asesn ((holdss , = 0V holds, ,, = 0) — holds,,, = 0)A
o Ascgn ((holdsg o, = L Aholds, p, = 1) — holdss » = L)A
1o Nscgn ((holdss o, =1 A holds, ,, = L) — holds, , = L)A
11 | Asegn((holdss p, = L A holdss ,, = L) — holdss , = 1);
12 else if ¢ is =’ then
13 E := semantics(M, ¢, n)A
14 Nsegn(holdsg o0 = 0 — holdss , = 1)\
15 /\SGS"(hOZdSs,Lp’ =1— hOZdSS,ga = )/\
16 L /\SGS“ (hOZdSS,Lp/ =1 hOldSSMo =1);
17 else if ¢ is p{" < p§" then
18 E := semantics(M, %" ,n) A Semantics(M, ", n)A
19 Nscsn((defs por N def por ANvals por < valspar) — holdss , = 1)A
20 /\sesn((def;#«lw A defs’@Sr Avals por > vals yor) — holdss , = 0)A
21 L /\SES”((_‘defsw‘l“‘ \% _‘defs,gagT) — hOsts,cp = J_),
22 else if ¢ is P(Oy’) then
23 E := Semantics(M,¢’,n)A
24 Nsegn (holds, o0 = 0 — holdsTolnt, , = 0)A
25 Nsegn (holdss o =1 — holdsTolInts . = 1);
26 foreach s = (s1,...,s,) € S" do
27 foreach o = (aq,...,ap) € Act(s1) X ... x Act(s,) do
28 E:=EN(N\ 05 =a;] = |
29 ((\/s/esupp(al)x___Xsupp(%)(holdss,’q,/ = J_)) o _‘defs,g;)/\
30 (defs,cp - valSM = Zs’esupp(al)x...Xsupp(ozn)((H?:l P(Si,ai,s;)) .
holdsToInty o))]);

31 else if ¢ is P(p1 U p2) then

E := SemanticsUnboundedUntil(M, ¢, n);

32 else if ¢ is P(o; U F1F2lpy) then

E := semanticsBoundedUntil(M, ¢, n);

33 else if ¢ is c then E := A\ _q.(vals, = c A def ,);

34 else if ¢ is p{" op 5" then

35 E := Semantics(M, ¢, n) A Semantics(M, ps", n)A

36 /\Sesn((defs,kp?r A defs#;gr) — (defs#, Avals,, = (valsﬁﬁr op
vals pgr)))A

37 /\SES"((ﬁdefs,ga‘fT V ﬁdefs,w?) — ﬁdefs’ip);

38 else E := RewSemantics(M, ¢, n);
39 return F;
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SMT formulas. In the case of an existential scheduler quantifier, the first one, shown
in line 5 of Algorithm[6] will be satisfiable if and only if M satisfies the input formula,
the second (line 6) will be true if and only if M satisfies the formula or the satisfaction
value is undefined. This will allow us to distinguish between all three cases. In the
case of a universal scheduler quantifier, we negate the input formula as well as the
result of the satisfiability check, just like in the original algorithm.

The encoding for the cases where ¢ is the boolean constant true or an atomic
proposition are identical to the original, unmodified algorithm, as seen in lines 2-
4 of Algorithm [} For the case where ¢ is a conjunction @1 A @2, we add several
implications to force holds, , to take the correct value as described above for every
possible combination of holds, ,, and holdss ,,. This is encoded in lines 5-11. If ¢ is
a negation —¢’, we add three implications for the three possible values of holds ..
If ¢ is a comparison " < ¢4", then we consider its satisfiability to be undefined
in a state s if one of the two values that are compared is undefined in the state s
(line 21). If both values are defined, then the satisfiability is clearly defined as before,
which is encoded in lines 19 and 20. The probability value of a next formula P(Qg’)
in a state s is dependent on the satisfaction value of ¢’ in all possible successors of
s. Thus, if the satisfaction value of ¢’ is undefined in at least one successor of s, we

Algorithm 8: SMT encoding for the meaning of reward-related input for-
mula
Input: M = (S, Act, P, AP, L,R): MDPR; ¢: quantifier-free HyperPCTL
formula or expression; n: number of state variables in .
Output: SMT encoding of the meaning of ¢ in the n-ary self-composition of
M.
1 Function RewSemantics (M, p,n):
if ¢ is R, (Oy’) then
E := Semantics(M,P(Q¢'),n);
foreach s = (s1,...,5,) € S™ do
E = EA((valsp(0py # 1V def popn) < ndef, ,);
foreach oo = (ay,...,ap) € Act(s1) X ... x Act(s,) do
E = EN([def, , N Nj=y 05, = aj] = [vals , =
R(Sl) + ZS’Gsupp(al) X...Xsupp(an) ((H;:l P(Sj 7aj78_/j)) ’ R(S:))])7

else if ¢ is R;,(Ct) then
L E := CumulativeReward(M,p,n);
10 else if ¢ is R;,(I;) then
11 L E := InstantaneousReward(M,p,n);

g 0 ks W N

12 else if ¢ is Rs, (o1 U p2) then
13 E := SemanticsUnboundedUntil(M,P(o1U ¢2),n);
14 E := E A RewardUnboundedUntil(M, ¢, n);

15 else if ¢ is Rs, (o1 U *1F2lpy) then
16 E := SsemanticsBoundedUntil(M,P(p1 U [kl””](pg),n);
17 E := F ARewardBoundedUntil(M, p, n);

18 return E;
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Algorithm 9: SMT encoding for the meaning of bounded until formulas

N o oA W N

®

10
11
12
13
14
15
16

17
18
19
20

21
22
23
24
25
26
27
28

29

30

31

Input: M = (S, Act,P,AP, L,R): MDPR; ¢: HyperPCTL bounded until

formula of the form P(¢ UF1%21p,); n: number of state variables in
¥

Output: SMT encoding of ¢’s meaning in the n-ary self-composition of M.
1 Function SemanticsBoundedUntil (M, = P(pUlF1+2lp,) n)
if ko =0 then

o

E := Semantics(M,p1,n) A Semantics(M,pa,n);
foreach s = (s1,...,s,) € S™ do
E:=E A (holdss p, = 1 — (probs , = 1 A def; ,));
E = E A (holdss p, = 0 — (probs , = 0 A def; ,));
E = E A (holdss ,, = L — —def; ,);

Ise if k1 = 0 then

E := semanticsBoundedUntil(M,p = P(pU0*2=1p,) n);

foreach s = (s1,...,s,) € S™ do

E = E A (holdss, ,, =1 — (probs,, = 1 A def, ,,));

E = E A ((holdss,p, = 0Aholdss ,, =0) = (probs , = 0 A def; ,));

E := E A ((holdss,,, = 0A holdss ,, = 1) — —\defsw);

foreach o = (aq,...,an) € Act(s1) X ... x Act(s,) do

E :=E A ((holdss,p, #0Aholdss g, 1N Ni_y 05, = ;) —
[pTObSHP = Zs’esupp(al)x...Xsupp(an)((H?:l P(Sl‘,OéZ‘,S;)) ’
Probys p(e,1410.k2-11py) ) A

(ﬁdefs”a A [(Vs/esupp(oq)x...Xsupp(an) ﬁdefs’-,Ip(golz/f[o‘@*l]<,02))\/
(holdss,,, = L A holdss ,, = L)V

(holdss,,, = L A holdss ,, = 0 A probs , # 0)V

(holdss,,, =1 A holdss ,, = L Aprobs , # 1)])]);

Ise if k; > 0 then

FE := semanticsBoundedUntil(M,p = P(pUF1—1k2=1p,) n);
foreach s = (s1,...,s,) € S™ do
E:= E A (holdss ,, = 0 — (probs, = 0 A def; ,));
E := E A ((holdss,,, = L Aprobs, #0) = ﬁdefs’w);
foreach o = (aq,...,a,) € Act(s1) X ... x Act(s,) do
E :=E A ((holdss, s, # 0NNy 05, = ) —
[p""Obs,ga = Es’ESupp(al)X...Xsupp(an)((H?:l P(Si’aiﬁsg)) :
p’/‘ObS/’P(Wlu[kl71,k271]tp2))/\
(ﬂd@fsw Y
[(vs’Esupp(al)x...Xsupp(ozn) _'defs’,IP’(galu[kl—11k2—1]¢2))\/
(holdss,,, = L Aprobs , # 0)])]);

return F;

do not assign a clear probability value to ¢ and it is therefore undefined (line 29). If
the probability is defined, it is calculated as before (line 30). The semantics for until
formulas is more complicated once again and have been placed in separate functions.
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If an arithmetic expression is a constant, then its value is always defined, as covered
in line 33. The value of a function applied to n arithmetic expressions is defined if
the values of all of the expressions are defined (line 36), and it is undefined if one of
the values is undefined (line 37).

Algorithm [§] encodes the semantics for those expressions that were added to the
syntax of HyperPCTL for arguing about rewards. In the case that ¢ is R, (O¢’), we
first encode the corresponding probability expression so we can use the probability of
satisfying ()¢’ in the encoding for the reward expression. This reward is undefined
if the probability is not 1 or if it is undefined (line 5). If the probability is defined,
then it is simply the sum of the reward of the ith component of the current state and
the expected reward in the next state (line 7). The other cases are more involved,
so the encoding is done in individual functions for each. For until formulas, we also
encode the equivalent probability expression first to be able to use these values in the
encoding.

Algorithm [9] is the modified algo-

rithm for encoding the semantics of a holdsy g, | Toldss.p, | probsy | def,
formula ¢ of the form P(pU*1F21p,). *’ 1 : T : trug
We distinguish between the same three 0 0 0 true
cases as in the original algorithm. The 0 T - false
case where ko = 0 is simple: If a state n 5 5 —
s satisfies o, the probability is 1, if it

does not satisf: the probability is 0 L 0 >0 false

Yy ¥2, p y =

and if the satisfaction of ¢5 in s is unde- L L false
fined, the probability is also undefined. 1 0 true
We have to be careful how to handle the 1 1 1 true
case where ky # 0, but k; = 0. Table[3.]] 1 L <1 | false

details in which cases the probability will
be defined, with * standing for an arbi-
trary value. This table is split into two
parts. The first part depicts the cases
where definedness and the probability can be derived from the two holds variables
alone. If the state s satisfies @s, the probability will always be defined and 1. This
case is covered in line 11. If the state satisfies neither ;1 nor s, the probability will be
defined to be 0 (line 12). However, if the state does not satisfy ¢ and the satisfaction
of ¢9 is undefined, the probability will also be undefined. Intuitively, this is because
we can interpret an undefined value as an unknown value. If the state satisfied a2,
the probability would be 1, if it did not satisfy ¢, it would be 0 instead. Since the
satisfaction is undefined, we do not know which is the case and cannot assign a clear
probability. This case is covered in line 13.

Table 3.1: Overview over definedness of
until formulas

The second part of the table depicts the cases where the left side of the implication
in line 15 will be satisfied for one combination of actions, which means that the
probability will be calculated from the probabilities of the successor states, in the
same way as we have explained in the original algorithm. A special case not mentioned
in the table is that if one of the successor states has an undefined probability, the
probability will always be undefined. The second part of the table therefore only refers
to the case where all successors have a defined probability. If s does not satisfy @9
and the satisfaction of ¢ in s is undefined, the probability will be defined only if it is
calculated to be 0 from the successors. If the state did not satisfy 1, the probability
would be 0, but if it did, the probability would be derived from the successors. Since it
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Algorithm 10: SMT encoding for the reward of bounded until formulas

N o0 Gk WN

®

10
11

12
13
14

15

16
17

18
19
20
21
22
23

24

25

26

Input: M = (S, Act,P,AP, L,R): MDPR; ¢: HyperPCTL bounded until

formula of the form R, (o1U*1F2lp,); n: number of state variables
in ¢.

Output: SMT encoding of ¢’s reward in the n-ary self-composition of M.
1 Function RewardBoundedUntil (M, ¢ = Rg, (p1 U F1k2lp,) n)

' =P U MRl py);
if k5 = 0 then
FE := true;
foreach s = (s1,...,s,) € S™ do
E:=E N (holdss p, =1 — (rews , = R(s;) A def; ,));
E = E A (holdss ,, # 1 — —def; ,);
else if k1 = 0 then

E := RewardBoundedUntil(M,p = R, (o1 U OF2py) n);

foreach s = (s1,...,s,) € S™ do

E :=E A (holdss,,, =1 — (rews,, = R(s;) A defs)g,));

E = E A ((probs, # 1V ~def, ) — —def; ,);

foreach o = (aq,...,an) € Act(s1) X ... x Act(s,) do

E = EN((probsy = 1 A defy o A holdss g, # 1N Nj_y 05, =
ij) —

TEWy R, (o1 U [o,krum))/\

(—\defs#J > [(\/S,eSupp(al)XmXsupp(an) _‘defs',IP’(mu[Ov"'T”902))\/
(holdss,p, = L Arews , # R(s:))])]);

Ise if k1 > 0 then

E := RewardBoundedUntil(M, ¢ = R, (1 U F1=1k210y) n);
foreach s = (s1,...,s,) € S" do
E:=EA((probs s #1V —\dejiwl) — ﬂdefw);
foreach oo = (aq,...,an) € Act(s1) X ... x Act(s,) do
E = EN((probs g = 1A defy oo N Nj—y 05, = o) —

T6w8/7R§i (pr U [kl—l,kz—l][PQ))/\
((VS’Gsupp(al)x...xsupp(a,,,) (ﬁdefs’,go)) ANe ﬁdefs,go)]);

return E;

[TewS»@ = R(Sl) + Zs’esupp(al)X...Xsupp(an)«l_[?:l P(Sj’aﬁsg)) ’

[7”6’1115_#, = R(sl) +Zs’esupp(al)X...qutpp(an)((ngl P(Sj’aﬁs;‘)) ’

is undefined and we do not know which is the case, we can only define the probability
clearly if both of these values are the same, i.e. 0. In the algorithm, this condition
is encoded in line 19. If holds, ,, and holdss ,, are both undefined, the probability
is always undefined (line 18). If the state satisfies ¢1, but not ¢y, the probability is
defined. Finally, if s satisfies ¢1, but the satisfaction of ¢s is undefined, the probability
will only be defined if the calculation equals 1. The reasoning is similar as before: If
the state satisfied o, the probability would be 1, otherwise it would be calculated
from the successors. Since we do not know which is the case, we can only define the
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probability clearly if both values are the same, i.e. 1. This case is handled in line 20.

The last case is the one where k1 and ks are both greater than 0. This case is
essentially a simplified version of the previous case: Since the satisfaction of g will
not satisfy the formula unless k; is 0, we can act as though s is always unsatisfied
and simplify the formula appropriately, which results in lines 21-30.

Algorithm [I0] encodes the semantics for the reward of bounded until formulas.
Structurally, this function is similar to Algorithm [9] For the case where ky = 0,
the reward is defined and is the reward of the ith component of s if s satisfies o,
otherwise it is undefined.

The case where k; = 0, but ky > 0 is
once again more complicated. If s satisfies _ _

2, the reward is defined and is the reward holdss e, = L holdss o, =1

of the ith component of s, just like in the @—,@D
previous case. Naturally, if the probability

of satisfying the until formula is lower than
1 or undefined, the reward will also be un-
defined. Furthermore, the reward will also
be undefined if the satisfaction of ys in s is
undefined, even if the probability of the until formula is still 1. Figure exemplifies
why this is the case. Assume both states satisfy ¢; and the value in the nodes is
the relevant state reward. Evidently, the probability of satisfying o eventually is 1.
However, if s satisfied 9, vals,, would be equal to its state reward, 1. If s did not
satisfy @9, the reward would instead be equal to the sum of the state rewards of s and
s’, which is 2. Therefore, it is necessary for holdss ., to be defined to have a clear

Figure 3.2: An example for undefined
rewards.

Algorithm 11: SMT encoding for the meaning of unbounded until formulas
Input: M = (S, Act,P,AP, L,R): MDPR; ¢: HyperPCTL unbounded until
formula of the form P(p1Ups); n: number of state variables in (.
Output: SMT encoding of ¢’s meaning in the n-ary self-composition of M.
1 Function SemanticsUnboundedUntil (M, ¢ = P(pildps),n):

2 E := Semantics(M,p1,n) A Semantics(M, pa,n);

3 foreach s = (s1,...,5,) € S™ do

4 E = E A (holdss, 4, =1 — (probs,, = 1 A def, ,,));

5 E:=E A ((holdss 4, = 0 A holdss o, = 0) — (probs , = 0 A def; ,));
6 E:=E N ((holdss 4, =0 A holdss o, = L) — —def, ,);

7 foreach o = (ay,...,0) € Act(s1) X ... x Act(s,) do

8 E := E A ((holdss,p, #0Aholdss g, 1NNy 05, = ;) —

9 [pTObS#’ = Es’ésupp(al)x..‘xsupp(an ((Hz 1P(81’a“ )) prObS S")
10 (probs,e > 0 = (Vg esupplan) x... x supp(an) (101851 oy = 1V dg gy >

ds tpz)))/\

1 < (Vo resupp(an)X...x supp(an) ~defy )V

(—d
12 (holdsS o1 = LA holdsg », = L)V

13 (holdss,,, = L A holdss ,, =0 A probs, # 0)V
14 (holdss,,, = 1 A holdss,,, = L Aprobs, # 1)])]);

15 return E;
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Algorithm 12: SMT encoding for the reward of unbounded until formulas

Input: M = (S, Act,P,AP, L,R): MDPR; ¢: HyperPCTL unbounded until
formula of the form Rs, (p1U¢p2); n: number of state variables in .
Output: SMT encoding of ¢’s meaning in the n-ary self-composition of M.

1 Function RewardUnboundedUntil (M, p = R;, (p1ildps),n):

2 | ¢ =Pleilpa);

3 FE := true;

4 foreach s = (s1,...,s,) € S™ do

5 E :=E A (holdss p, =1 — (rews,, = R(s;) A defs,(‘p));

6 E:=FEAN((probs #1V ﬁdefsyw,) — ﬁdefsyw);

7 foreach oo = (ay,...,00) € Act(s1) X ... X Act(s,) do

8 E = EN((probs,yr = 1 Ndef, o ANholdss o, # TANI_, 05, = o) —

9 [rews,, =

R(s1) + 3o coupp(a) ... xsupp(an) (Tliz1 P(85:05,87)) - rews o)A

10 (mdef,,, [(VS’Esupp(al)XmXsupp(an) ~defy o)V
11 (holdss, o, = L Arews , # R(s;))])]);
12 | return E;

reward value. In any case other than those just mentioned, the expected reward of ¢
in s will be the sum of the reward of the ith component of s and the expected value of
the reward for reaching a state satisfying ¢o within ko — 1 steps from the successors
of s.

Like in the semantics for the probability formula, the case where k; > 0 is es-
sentially a simplified version of the previous case where we can assume @5 to be
unsatisfied in s.

Algorithm [11] encodes the semantics of an unbounded until formula. Like in the

Algorithm 13: SMT encoding for the cumulative reward after t steps

Input: M = (S, Act,P,AP, L,R): MDPR; ¢: HyperPCTL cumulative reward
formula of the form R, (Ct); n: number of state variables in .
Output: SMT encoding of (’s meaning in the n-ary self-composition of M.

1 Function CumulativeReward (M, = R;, (Cy),n):

2 E :=true

3 foreach s = (s1,...,s,) € S™ do

a L E:=FEA (defsﬁéi(co) Arews r, (co) = R(s:));

5 foreach k € {1,...,t} do

6 foreach s = (s1,...,s,) € S" do

7 E:=ENdefsr, ()

8 foreach o = (ay, ... ,an) € Act(s1) X ... X Act(s,) do

9 L E:=EA (N 0s; = aj] = rews », () = Ris:) +

Zs’Esucc(sl)X...Xsucc(sn)((H?:l P(SJ’S;')) : rewS,Rsi(qu)));

10 | return E;
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original algorithm, the semantics of an unbounded until formula are very similar to
those of a bounded until formula for the case where k1 = 0 and k9 > 0. The main
difference is once again the addition of line 10 which enforces that positive probabilities
can eventually be traced back to states that satisfy .

Algorithm 14: SMT encoding for the instantaneous reward after t steps
Input: M = (S, Act,P,AP, L,R): MDPR; ¢: HyperPCTL instantaneous
reward formula of the form R, (I;); n: number of state variables in ¢.
Output: SMT encoding of ¢’s meaning in the n-ary self-composition of M.

1 Function InstantaneousReward (M, p = R;, (I;),n):

2 E = true

3 foreach s = (s1,...,s,) € S™ do

4 L E:=FEA (defS’Réi(lo) NTews R, (1o) = R(si));

5 foreach k € {1,...,t} do

6 foreach s = (s1,...,s,) € S™ do

7 E:=ENA defsngi(Ik);

8 foreach oo = (aq,...,ap) € Act(s1) X ... x Act(s,) do

9 L E:=EN(N2 05, = 4] = rewsr, (1) =

Zs’Esucc(sl)X...Xsucc(s,,b)((H;I;l P(SJ,SQ)) . rews,Rgi (Ik—l)));

10 | return E;

As was the case for the equivalent probability expression, the encoding for the re-
ward of unbounded until formulas seen in Algorithm [I2]is very similar to the encoding
for bounded until formulas for the case k1 = 0 and ks > 0.

Algorithm [13| shows the encoding for the cumulative reward within ¢ steps. Since
this expression has been defined as syntactic sugar, it is not actually necessary to
encode it separately. However, it is a much simpler case than the equivalent until
formula, so adding a separate encoding for this expression can reduce the number of
variables and subformulas generated and improve the running time of the algorithm.
We simply sequentially define the cumulative reward for each step count starting from
0 until we have reached ¢. For 0 steps, the reward is simply the current state reward
(line 4). For k steps with k& > 0, the reward is simply the current state reward added
to the expected cumulative reward within k& — 1 steps of the successors (line 9). This

Algorithm 15: SMT encoding of the truth of the input formula
Input: M = (S, Act,P,AP,L,R): MDPR; Q131....Q,8,.¢"™%: HyperPCTL
formula.
Output: Encoding of the truth of the input formula in M.
1 Function Truth (M,36.Q181. ... Qnsn.¢™):

2 foreachi=1,... n do

3 if Q;=Vthen B, :=" A\, .s";

4 else B; :="\/, c¢”s

5 return By ... B, (holds(, ... s,),mme = 1);
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reward is always defined, which makes this case comparatively simple.

Algorithm [T4] shows the encoding for the instantaneous reward after ¢ steps. This
algorithm is almost identical to Algorithm The only difference is that the instan-
taneous reward after k > 0 steps is simply identical to the expected instantaneous
reward after k — 1 steps of the successors, without the addition of the current state
reward (line 9).

Algorithm [TF] encodes the meaning of the state quantifiers for the SMT formula
that will be satisfiable exactly if M satisfies the input formula. There are no major
changes to the original version presented in Chapter 2.

Algorithm 16: SMT encoding of the input formula not being definitely false
Input: M = (S, Act,P,AP, L, R): MDPR; Q13;....Q,8,.¢0"%: HyperPCTL
formula.
Output: Encoding of the input formula not being definitely false in M.
1 Function NotFalsehood (M,36.Q151....Qn5,.0™):

2 foreach i =1,...,n do

3 if Q; =V then B, :=" A\, .s";

4 else B; :=="\/ c¢"s

5 return By ... B, (holds, . . s,),mme 7 0);

Algorithm [I6] encodes the meaning of the state quantifiers for the SMT formula
that will be satisfiable exactly if M satisfies the input formula or the satisfaction is
undefined. The only difference to the previous function is that holds, ... s, ),ena =1
has been replaced with holdss, ... s.)ene 7 0, which means that it is not necessary for
the states to satisfy the formula, but that it is also fine if the satisfaction is undefined
instead. If the first generated SMT formula is satisfiable, the MDP M satisfies the
input formula, if the first formula is unsatisfiable, but the second one is satisfiable,
the satisfaction of the input formula for M is undefined, and if both formulas are
unsatisfiable, M does not satisfy the input formula.
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Chapter 4

Case Studies

In this chapter, we will present two case studies to exemplify possible applications
of HyperPCTL with rewards. These case studies are based on those presented in
[ABBD20], modified to make use of the new reward property added to HyperPCTL.

4.1 Timing Attack

The security of cryptographic
systems is generally based on the

v void mexp (){

secrecy of certain information, like c=0;d=1; i = k;
encryption keys. If an attacker while (i >= 0){

was able to access this secret in- i = i-1; ¢ = c*2;
formation, the security of the sys- . d = (d+d) % n;

tem would be compromised. There- if (b(i) = 1)

fore, special care must be taken to ¢ = ctl;

ensure that the cryptographic algo- , d = (d«a) % n;

rithm does not leak any information
about the secret. One way this could
happen is if the execution time of
the algorithm is different depending
on the value of the secret. As an Figure 4.1: Modular exponentiation algorithm
example, RSA uses the modular ex-

ponentiation algorithm to compute a® mod n, where a is the message and b is the
encryption key. An implementation of this algorithm is shown in Figure [£1} This
implementation is flawed, however: The if in line 6, which checks whether the cur-
rent bit of b is 0 or 1 does not have an else branch, so the execution of the algorithm
will take longer if b contains more 1-bits. An attacker could therefore measure the
execution time of the algorithm to derive the number of 1-bits in the encryption key.
This is known as a timing attack. To prevent such vulnerabilities, we would like the
execution time to be independent of the encryption key. We can represent this pro-
gram in an MDPR by letting states represent the current position in the code as well
as the current loop iteration. We represent the encryption key b by letting the two
branches of the if-statement be entered with two nondeterministic actions. Thus, the
value of the encryption key b will correspond to the chosen scheduler. The addition
of rewards allows us to model execution time fairly easily: If we assign every state a
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constant reward of 1, the reward on two paths from the initial state to the end state
will be the same if and only if the paths contain the same number of states and their
execution time will be the same. Ideally, every encryption key should have the same
execution time, so the desired property is for the algorithm to satisfy the following
HyperPCTL formula:

V61.69.3(61) .5 (62). (inits A inits) — (Rs(Oends) = Ry (Oends))

If the model satisfies the formula, any two schedulers, i.e. encryption keys will have the
same reward, i.e. execution time for the algorithm. If it does not satisfy the formula,
we can derive encryption keys with differing execution times from a non-satisfying
pair of schedulers.

4.2 Probabilistic Conformance

We will consider the example of a 6-sided die. We are interested in simulating the
behavior of this die by repeatedly throwing a coin. It is possible to model this problem
with MDPs and HyperPCTL such that a satisfying scheduler for a certain formula
describes an algorithm for simulating the 6-sided die with repeated coin tosses. The
first part of the model will have an initial state and six absorbing states, each of
which represents one result of the die and is entered with probability 1/6. This
part models the die. The second part, which models the coin-tossing, includes six
absorbing states for the outcomes as well as a given maximal number of states. For
each choice of two successor states, a state will have an action that transitions into
each of these states with probability 1/2 to model a coin toss. The choice of scheduler
therefore decides which two states each state will transition into and this way defines
an implementation. The following formula describes if the two parts of the model
conform to each other probabilistically:

=1

6
36.V3(6).358'(6). dieinit; — (comim'tg/ A /\ (P(O(die = 1)) = P(O(die = l)s/))>

A scheduler for which this formula is satisfied describes a coin-implementation such
that the probability of each result is the same as in the die model. Extending this
model with rewards also allows us to synthesize efficient implementations: If we give
every state except the absorbing states a reward of 1, the expected reward until
reaching one of the absorbing states will be equal to the expected number of coin
tosses in that implementation. If we add the condition that the reward must be below
a certain value z, the formula will only be satisfied by a scheduler corresponding to an
algorithm where the expected number of coin tosses is below x. The following formula
for instance specifies that the expected number of coin tosses in the implementation
must be less than 4:

6
36.¥3(6).38'(6). dieinits — (w ARy (O(\/ (die = 1)5)) < 4>
=1

with ¢ = coininity A /6\ (P(O(die =1)z) = P(O(die = 1)g)).
=1
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Experiment | Encoding | Solving | Total SMT | Sub- States | Tran-
time(s) time(s) | time(s) | vars | formulas sitions
1-bit TA 0.11 0.01 0.12 344 1008 8 10
2-bit TA 0.22 0.01 0.23 708 2016 12 16
3-bit TA 0.38 0.03 0.41 1200 | 3344 16 22
4-bit TA 0.61 0.06 0.67 1820 | 4992 20 28
1-state PC | 5.03 2.03 7.06 7281 | 34681 20 186
3-state PC | 6.66 8.91 15.57 7281 | 61631 20 494
5-state PC | 8.82 35.0 43.82 7281 | 88581 20 802
T-state PC | 11.64 53.05 64.69 7281 | 115531 20 1110

Table 4.1: Results of the experiments. TA is Timing Attack, PC is Probabilistic
Conformance.

4.3 Implementation

We have modified the implementation of the algorithm presented in Chapter [2] that
was mentioned in [ABBD20| to support reward properties. The implementation was
written in Python and makes use of the libraries Lark [Lar] for parsing the input
formula and Stormpy [Sto] for storing the input MDP. The generated formula is solved
with the SMT solver Z3 [MBO0S]. The extension of the algorithm is not complete, as it
cannot handle undefined values correctly yet, but the case studies have been designed
such that this does not pose a problem.

For the timing attack case study, we have modeled the problem with 1, 2, 3 and 4
bit encryption keys. Since the HyperPCTL formula for the property has two scheduler
quantifiers while the algorithm was only defined for one algorithm, we have added
a second copy of the model to the input MDPR such that the single scheduler can
assign different actions to the states in the two copies of the model.

For the case study on probabilistic conformance, we have limited number of states
to 7. The first experiment fixed the actions for 6 of those states and only allowed the
scheduler free choice for the first state. Each successive experiment gave the scheduler
a choice of actions in two additional states until the final experiment, which allows any
implementation with 7 states. We have limited the expected number of coin tosses to
4.

Table lists the results of the experiments. The experiments have been per-
formed in a Docker container running on a laptop with a 2.80 GHz i7 CPU and 16
GB of RAM. Because of the incomplete implementation of undefined values, which
would add a significant number of additional subformulas and variables, these values
are lower than they would normally be. The simple time attack example can be solved
in a very short time, but we can already see that more complicated examples with
many actions will have very long running times.
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Chapter 5

Conclusion

5.1 Summary

In this thesis, we have discussed hyperproperties with rewards. First, we have intro-
duced important preliminary concepts such as DTMCs as a model for probabilistic
systems as well as MDPs, which allow nondeterminism. This nondeterminism can
be eliminated with the use of schedulers to induce DTMCs in an MDP. We have
also introduced the temporal logic HyperPCTL which was designed to reason about
hyperproperties in MDPs. We have also introduced a model checking algorithm for
HyperPCTL restricted to non-probabilistic, memoryless schedulers.

After that, we have added reward properties: We have extended the DTMC and
MDP models with state rewards so that we could add a reward operator to HyperPCTL
and reason about the reward of paths in the MDPR. We have also modified the original
model checking algorithm to support the new reward property as well as undefined
values.

Finally, we have presented two case studies to exemplify possible uses of HyperPCTL
with rewards. The timing attack case study showed that rewards make it very easy
to model certain hyperproperties, while the case study on probabilistic conformance
gave an example of using rewards to add performance constraints to models.

5.2 Discussion

As the case studies show, rewards can be very useful to easily model certain properties
like the execution time of a program. Other use cases for rewards could include energy
consumption of systems or path costs in robotics. We can conclude that the extension
of HyperPCTL with rewards has a number of practical applications. However, we note
that the undefined values that can occur due to the addition of rewards increase
the complexity of the algorithm by adding a number of variables and constraints.
This means that the running time of the model checking algorithm could increase
significantly, even in formulas where no rewards occur. It is therefore likely preferable
to use the original algorithm if rewards are not needed.
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5.3 Future work

There are several possibilities for future work. We have only discussed state rewards
in this thesis. It would be possible to also assign rewards to the transitions of an MDP
and extend the Semantics of HyperPCTL to include these transition rewards. Naturally,
this would also require further modifications to the model checking algorithm.

Another possibility concerns the handling of undefined values: Consider Figure
.11 With the current implementation, the probability of finally reaching a state that
satisfies ¢ from s is undefined. The formula P(0y) > 0.5 would have an undefined
value in so. However, we can see that one of the two successors of sg satisfies ¢.
Therefore, regardless of the satisfaction of ¢ in so, the probability in sy would always
be at least 0.5. A possibility for future work would be to extend the algorithm such
that we give upper and lower boundaries for undefined arithmetic values. That way,
we could assign clear satisfaction values to formulas that have undefined values in the
current implementation.

holdsg, , =1

holdss, , = L

Figure 5.1: Example for undefined values.
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